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1. [bookmark: _Toc25237099]System Requirement
1.1. [bookmark: _Toc25237100]Microsoft Windows
· Microsoft Window 7 (64bit)
· Microsoft Windows 10 (64bit) -- Tested by Dev. team
· Microsoft Window Server 2016
1.2. [bookmark: _Toc25237101]Ubuntu Linux
· Ubuntu 14.04 LTS
· Ubuntu 16.04 LTS – Tested by Dev. team
· Ubuntu 18.04 LTS
· Ubuntu 18.10
2. [bookmark: _Toc25237102]Download and install squid
2.1. [bookmark: _Toc25237103]Version
LYNK Cloud Edge Server feature has been tested with Squid version 3.5.x
2.2. [bookmark: _Toc25237104]Install Squid for windows.
2.2.1. Download Squid from http://squid.diladele.com/
[image: download]
2.2.2. Click the msi file and install Squid.
[image: install]
After installing, there’s two icons appears on the desk, Squid Terminal and Squid Server Tray.

[image: C:\Users\jlsmile.wang\Desktop\icon.jpg]

2.3. [bookmark: _Toc25237105]Install Squid for Ubuntu.

2.3.1. Download squid install files from http://www.squid-cache.org/Versions/v3/3.5/squid-3.5.28.tar.gz

2.3.2. Copy squid-3.5.28.tar.gz to ubuntu folder and extract file with below command
	tar xvf squid-3.5.28.tar.gz



2.3.3. Enter folder squid-3.5.28.tar.gz, configure compiling with the below command. 
No error should be shown.
	./configure --with-openssl --enable-ssl-crtd



[image: ]
2.3.4. Install squid with the following command.
	sudo make install


          
          It will take time to install. And no error should be shown. 
          Squid will be installed to folder /usr/local/squid.
2.3.5. Change folder authority and make necessary folders with the below command.
	sudo chmod -R 777 /usr/local/squid/
mkdir /usr/local/squid/ssl_cert
chmod 777 /usr/local/squid/ssl_cert


2.3.6. Init ssl_db with the below command.

	cd /usr/local/squid/libexec/
sudo ./ssl_crtd -c -s /usr/local/squid/var/cache/ssl_db -M 4MB
sudo chmod -R 777 /usr/local/squid/var/cache/ssl_db



[image: ]
3. [bookmark: _Toc25237106]Copy intermediate CA 
3.1. Please copy the separately shared secondCA.key and secondCA.pem to 
{Squid Installed Directory}/etc/squid (windows) or /usr/local/squid/ssl_cert (Ubuntu).

4. [bookmark: _Toc25237107]Copy configurations for squid
4.1. [bookmark: _Toc25237108]Copy configurations

Please copy the separately shared squid.conf to 
{Squid Installed Directory}/etc/squid/squid.conf (windows) or
/usr/local/squid/etc/squid.conf (Ubuntu)


4.2. [bookmark: _Toc25237109]Test configuration change
For windows, double click Squid Terminal and input the command “squid -k parse”, if no error appears, it means all your changes above is good.  For ubuntu, go to folder “
/usr/local/squid/sbin”, and input command “sudo ./squid -k parse”

        Windows
[image: ]
Ubuntu
[image: ]
5. [bookmark: _Toc25237110]Generate cache folder and start Squid.
5.1. [bookmark: _Toc25237111]Generate cache folder for windows.
5.1.1. Right click the Squid service Icon in the taskbar, choose stop Squid service. Then delete all files under C:\Squid\dev\shm.


[image: ] 
[image: ]

5.1.2. Input “squid -z” in squid Terminal, then you can see many folders in C:\Squid\var\cache\squid.

[image: ]
5.1.3. Right click the Squid Server Tray and click “start squid service”

5.2. [bookmark: _Toc25237112]Generate cache folder for ubuntu.
5.2.1. Go to folder /usr/local/squid/sbin, input command “sudo ./squid -z”, you will see many folders under /usr/local/squid/var/cache/squid.
[image: ]
5.2.2. Go to folder /usr/local/squid/sbin, input command “sudo ./squid -s” to start squid service.
[image: ]
6. [bookmark: _Toc25237113]Edge server setting on LYNK Cloud
6.1. [bookmark: _Toc25237114]Set address of Edge Server

[image: ]
	Please set an Edge server address like “http://192.168.0.121:3128”
    You must change IP address to your edge server IP.
    3128 is a port number which is written in squid.conf (http_port 3128 ssl-bump)

6.2. [bookmark: _Toc25237115]Clicking ‘Apply’ makes TV CMS app. refers to Edge Server


7. [bookmark: _Toc25237116]Proxy working test

Squid proxy server returns the cache content when clients request the same page/content.
Cache content lifecycle depends on lifecycle setting as per the contents of content servers. Lifecycle is managed by Cache-Control header in CMS pages.
7.1. [bookmark: _Toc25237117]Test Procedure
1. Download LYNK Cloud app to TV.
2. Launch the app. and traverses CMS menus to store CMS images into Edge server.
3. Check Squid server program log. 
4. Uninstall LYNK Cloud app and install the app again.
A. The current CMS webpages are configured to keep all the images in TV local webbrowser. 
B. So once LYNK Cloud app. has traversed the CMS menus on the web page, it does not queries the images to CMS content server again.
5. Launch App. and traverses the same menus to retrieval cached CMS images.
6. Check Squid server program log to check ‘HIT’

7.1.1. [bookmark: _Toc25237118]Download LYNK Cloud app. from SmartHub
First you have to enable appstore access in an eden bar through 
TV admn menu > Control > Smart Service > App Editable > On
After that you can download LYNK Cloud app. in TV Eden Bar > Appstore > LifeStyle > LYNK Cloud
7.1.2. [bookmark: _Toc25237119]Launch LYNK Cloud app.
7.1.3. [bookmark: _Toc25237120]Traverses LYNK Cloud app. menus/content to store the content into the Edge server
The Edge Server internally store LYNK Cloud content into the Edge Server storage for future content access from LYNK Cloud App.
7.1.4. [bookmark: _Toc25237121]Check squid access log.
You can see ‘TCP_MISS/200’ messages for jpg files. It means those images are not cached.

	1573175530.977   1062 192.168.0.130(TV IP) TCP_MISS/200 396464 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img06.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175531.540   1415 192.168.0.130 TCP_MISS/200 274566 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img07.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175532.899    437 192.168.0.130 TCP_MISS/200 88473 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img12.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175532.915   2637 192.168.0.130 TCP_MISS/200 325109 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img09.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175534.626   1806 192.168.0.130 TCP_MISS/200 245921 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img13.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175542.836   6692 192.168.0.130 TCP_MISS/200 440556 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_nearby_img01.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175546.236   8110 192.168.0.130 TCP_MISS/200 323507 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_nearby_img02.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175552.544    552 192.168.0.130 TCP_MISS/200 206903 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_nearby_img05.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175552.836   9571 192.168.0.130 TCP_MISS/200 447016 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_nearby_img03.jpg - HIER_DIRECT/13.75.120.30 image/jpeg
1573175556.383  25891 192.168.0.130 TCP_MISS/200 1567646 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img10.jpg - HIER_DIRECT/13.75.120.30 image/jpeg




7.1.5. [bookmark: _Toc25237122]Uninstall LYNK Cloud app. from TV
The current CMS webpages are configured to let browsers (LYNK Cloud app) keep all the CMS images in local TVs when the CMS images are once retrieved by browsers. (HTTP Cache-Control spec.)
So once LYNK Cloud app. has traversed the CMS menus on the web pages, it does not download the CMS images again when the app. open the same pages.
In order to test the cache function, here, we need to uninstall the existing LYNK Cloud App. to delete local cache images.
Another testing way is to prepare one more TV set then the second LYNK Cloud app. will retrieve the cached images from the edge server.

7.1.6. [bookmark: _Toc25237123]Download LYNK Cloud app. from SmartHub again
7.1.7. [bookmark: _Toc25237124]Launch LYNK Cloud app. and traverse the LYNK Cloud app. menus.
7.2. [bookmark: _Toc25237125]Check Squid access log. 

7.2.1. Check access.log under folder “C:\Squid\var\log\squid” (Windows) or  /usr/local/squid/var/logs (ubuntu), you can search key word ”HIT”, that means squid cached the file and return directly.
	1573196311.747   3238 192.168.0.130 TCP_MEM_HIT/200 291865 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img01.jpg - HIER_NONE/- image/jpeg
1573196314.883   3453 192.168.0.130 TCP_MEM_HIT/200 440408 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img04.jpg - HIER_NONE/- image/jpeg
1573196317.095    274 192.168.0.130 TCP_MEM_HIT/200 171415 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img05.jpg - HIER_NONE/- image/jpeg
1573196318.930   7644 192.168.0.130 TCP_MEM_HIT/200 357071 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img02.jpg - HIER_NONE/- image/jpeg
1573196321.042     81 192.168.0.130 TCP_MEM_HIT/200 30543 GET http://13.75.120.30:8080/tv-content/images/home/local-area/localarea_tour_002_BestSeoul.jpg - HIER_NONE/- image/jpeg
1573196321.233   9948 192.168.0.130 TCP_MEM_HIT/200 394096 GET http://13.75.120.30:8080/tv-content/images/home/dining/dining_inhotel_img03.jpg - HIER_NONE/- image/jpeg
1573196323.524    203 192.168.0.130 TCP_MEM_HIT/200 49935 GET http://13.75.120.30:8080/tv-content/images/home/local-area/localarea_tour_001_FullDay.jpg - HIER_NONE/- image/jpeg
1573196324.800     14 192.168.0.130 TCP_MEM_HIT/200 28325 GET http://13.75.120.30:8080/tv-content/images/home/local-area/localarea_tickets_001_Lotte.jpg - HIER_NONE/- image/jpeg
1573196325.770     12 192.168.0.130 TCP_MEM_HIT/200 24547 GET http://13.75.120.30:8080/tv-content/images/home/local-area/localarea_tickets_002_Alive.jpg - HIER_NONE/- image/jpeg



Basically dynamic content is not cached to a proxy server.
It’s defined by content metadata when CMS content is created.

	192.168.0.120 TCP_MISS/200 284 GET https://bam.nr-data.net/1/f82aff6731? - HIER_DIRECT/162.247.242.19 text/javascript


Javascript result can be different even the request is the same. It cannot be cached to proxy server. You can see many TCP_MISS for javascripts in the access.log.

	192.168.0.120 TCP_MISS/200 223168 GET https://dev-editor.samsunglynk.com/testing/wp-content/uploads/sites/174/2019/11/ripley-zoo-unsplash-2.jpg? - HIER_DIRECT/192.0.66.200 image/webp
192.168.0.120 TCP_MISS/200 284 GET https://bam.nr-data.net/1/f82aff6731? - HIER_DIRECT/162.247.242.19 text/javascript


GET with ‘?’ character in request header means that it is a query to server, the return value can be different as per backend server logic even the request is the same. In the case, TCP_MISS will be produced.

	192.168.0.120 TCP_IMS_HIT/304 352 GET https://dev-editor.samsunglynk.com/testing/_static/? - HIER_NONE/- text/css


But this case we can estimate the return value seems to be the same. It returns TCP_HIT.

Squid proxy server follows HTTP standard for cache control. A content providing side (content web page) specifies cache or not, cache life time, and so on.
So the cache HIT result can be very various as per content sites.
8. [bookmark: _Toc25237126][Appendix] Test on PC
8.1. [bookmark: _Toc25237127]You can test squid by add proxy for IE by Settings->connections->LAN settings.
Google Chrome browser is an official web browser for LYNK Cloud. Chrome browser refers to IE Proxy Setting.

[image: ]

8.2. [bookmark: _Toc25237128]Access some web pages in web browser, the web pages can be visited.
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quid Terminal

C:\squid>squid -z
2019/69/16 15:06:27| Squid is already running! Process ID 5664

C:\Squid>squid -k parse
2019/69/16 15:26:27| Startup: Initializing Authentication Schemes ..

be19/69/16 Startup: Initialized Authentication Scheme 'basic
be19/69/16 Startup: Initialized Authentication Scheme 'digest

be19/69/16 Startup: Initialized Authentication Scheme 'negotiate

be19/69/16 Startup: Initialized Authentication Scheme 'ntlm

be19/69/16 Startup: Initialized Authentication

be19/69/16 Processing Configuration File: /etc/squid/squid.conf (depth 6)

be19/69/16 Processing: acl localnet src 10.6.6.8/8  # RFC1918 possible internal network

be19/69/16 Processing: acl localnet src 172.16.0.6/12 # RFC1918 possible internal network
be19/69/16 Processing: acl localnet src 192.168.8.6/16 # RFC1918 possible internal network
be19/69/16 Processing: acl localnet src £c0@::/7 # RFC 4193 local private netuork range

be19/69/16 Processing: acl localnet src fese::/10 # RFC 4291 link-local (directly plugged) machines
be19/69/16 Processing: acl SSL_ports port 443

be19/69/16 Processing: acl Safe_ports port 80 # http

be19/69/16 Processing: acl Safe_ports port 21 # ftp

be19/69/16 Processing: acl Safe_ports port 443 # https

be19/69/16 Processing: acl Safe_ports port 70 # gopher

be19/69/16 Processing: acl Safe_ports port 216 # wais

be19/69/16 Processing: acl Safe_ports port 1025-65535 # unregistered ports

be19/69/16 Processing: acl Safe_ports port 280 # http-mgnt

be19/69/16 Processing: acl Safe_ports port 488 # gss-http

be19/69/16 Processing: acl Safe_ports port 591 # filenaker

be19/69/16 Processing: acl Safe_ports port 777 # multiling http

be19/69/16 Processing: acl CONNECT method CONNECT

be19/69/16 Processing: http_access allow localhost manager

be19/69/16 Processing: http_access deny manager

be19/69/16 Processing: http_access deny !safe_ports
be19/69/16 Processing: http_access deny CONNECT !SSL_ports
be19/69/16 Processing: http_access allow all

be19/69/16 Processing: http_port 3128
be19/69/16 Processing: cache_dir aufs /var/cache/squid 3000 16 256

be19/69/16 Processing: coredump_dir /var/cache/squid

be19/69/16 Processing: refresh_pattern “ftp: 1446 20% 10080

be19/69/16 Processing: refresh_pattern ~gopher: 1448 0% 1420

be19/69/16 Processing: refresh_pattern -i (/cgi-bin/[\?) @ 6% [

be19/69/16 Processing: refresh_pattern . e 20% 4320

be19/69/16 Processing: dns_nameservers 169.123.111.176 169.123.111.171 8.8.8.8 208.67.222.222
be19/69/16 Processing: max_filedescriptors 3206

be19/69/16 Initializing https proxy context

C:\Squid>
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zhangwei@Slep51:/usr/local/squid/sbing ./squid -k parse
2019/10/22 Starcup: Initializing Authentication Schemes
2019/10/22 Starcup: Initialized Authentication Scheme 'basic’

2019/10/22 Startup: Initialized Authentication Scheme 'digest'
2019/10/22 Startup: Initialized Authentication Scheme 'negotiate’

2019/10/22 Startup: Initialized Authentication Scheme 'ntlm'

2019/10/22 Startup: Initialized Authentication.

2019/10/22 Processing Configuration File: /usr/local/squid/etc/squid.conf (depth 0)

2019/10/22 Processing: acl localnet szc 10.0.0.0/8  # RECL918 possible internal network
2019/10/22 Processing: acl localnet src 172.16.0.0/12 # RFCL918 possible internal network
2019/10/22 Processing: acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
2019/10/22 Processing: acl localnet # RFC 4193 local private network range
2019/10/22 Processing: acl localnet # RFC 4291 link-local (directly plugged) mac
2019/10/22 Processing: acl SSL_ports port 443

2019/10/22 Processing: acl Safe_ports port 80 # neep

2019/10/22 Processing: acl Safe_ports port 21 + o

2019/10/22 Processing: acl Safe ports port 443 + neeps

2019/10/22 Processing: acl Safe_ports port 70 + gopher

2019/10/22 Processing: acl Safe_ports port 210 + wais

2019/10/22 Processing: acl Safe_ports port 1025-65535 # unregistered ports

2019/10/22 Processing: acl Safe_ports port 280 # ncp-mgme

2019/10/22 Processing: acl Safe ports port 488 # gss-ntep

2019/10/22 Processing: acl Safe ports port 591 4 filemaker

2019/10/22 Processing: acl Safe_ports port 777 # multiling http

2019/10/22 Processing: acl CONNECT method CONNECT

2019/10/22 Processing: http_access allow localhost manager

2019/10/22 Processing: http_access deny manager

2019/10/22 Processing: http_access allow localnet

2019/10/22 Processing: http_access allow localhost

2019/10/22 Processing: http_access allow all

2019/10/22 Processing: http_port 3128 ssl-bump cert=/usr/local/squid/ssl_cert/secondCA.pem key=/us:
2019/10/22 Processing: sslcrtd program /usr/local/squid/libexec/ssl_crid -s /usr/local/squid/var/ca
2019/10/22 Processing: acl stepl at_step Ssisumpl

2019/10/22 Processing: ssl_bump peek stepl

2019/10/22 Processing: ssl_bump bump all

2019/10/22 Processing: cache_dir aufs /usr/local/squid/var/cache/squid 3000 16 256

2019/10/22 Processing: coredump_dir /usr/local/squid/var/cache/squid

2019/10/22 Processing: refresh pattern “ftp: 1440 208 10080

2019/10/22 Processing: refresh pattern “gopher 14q0 0% 1440

2019/10/22 Processing: refresh pattern -i (/cgi-bin/I\2) 0 0% o

2019/10/22 Processing: refresh pattern . o 208 4320

2019/10/22 Initializing https proxy context

2019/10/22 Initializing htep_port [::1:3128 SSL context

2019/10/22 Using certificate in /usr/local/squid/ssl_cert/secondCh.pem
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ATTR/1.1 200 OK

Server: ngine/l.12.2

Date: Tue, 22 Oct 2018 10:08:37 GMT
Content-Type: image/gif

ontent-Length: 43

Connection: keep-alive

-Via-SSL: ss1.24.3inagl.shx.1b.sinanode.com
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